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Greetings s.1i ,

You' ve requested a CAST Highlight account.
Our industry-leading analvtics platform allows you to gain insight into the technical risk within

your application portfolio.
For more information on how Highlight can help vour organization uncover technical risk, wvisit our

page here

To activate yvour account, please click the confirmation link below:
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(If the 1ink ic not working, copy and pacste the hyperlink into your browser)

This link will remain valid for 2 days.
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idea
doc
src
test
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(7)) CAST Highlight Agent
) cAST Highlight Portal

B  CAST Highlight Start Guide

() CAST Highlight Website
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Select files to scan

Technologies Path Status
- CAMyITApp
dea
doc
lava 167 sre
Jlava 3 st
Ksh 1 | antsetup.sh
] buiid.xml

| changes.md

| clojure.imi

CONTRIBUTING.md
| epl-v10.htmi

| pomxmi

Cancel
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Scan Results
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L3 changes md
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] CONTRIBUTING.md
#plar10.nTmi
pom.xmi
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Discovered Frameworks o

Frameworks referenced by CAST Highlight

Validation Technology Framework Version(s) Functional type License
no framework
Possible other frameworks
Validation Technology Framework Version(s) Functional type License
[ oK | Java org.codehaus.jsri166-mirror 1.7.0
[ ok | Java org.clojure 0.5.2 EPL
Your framework is not listed above ? Reference a new framework
Validation Technology Framework Version(s) Functional type License
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Ksh
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* Dell A
* Drivers
> % Intel
4 MylTApp
> Jidea
> doc
> src
> test
PerfLogs
Program Files .
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8 HighlightResult.04 19 2019 12 03.zip
8- MylTApp.Java_20190419_1205_9.analysislog.9.csv
B:] MylTApp.Ksh 20190419 1205 9.analysislog.9.csv
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1.wirtual machine | .casthighlight
2.customer | antsetup.sh
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castExtension HighlightResult.04 19 2019_12 03.=ip
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Framework

B B & &

MyiTApp.Java_20 05_9.CloudReady.cswv Cloudready Complete
Myl TApp.Java_20190419_1205_9.cov Scan Complete
MyliTApp.Ksh_20190419_1205_9.c=v Scan s litcaict CB Complete m
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CAST-Highbght-ExcelReport-Saal Due Dilige
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SaaS Due Diligence

SaaS Due Diligence_SaaS Due Dilzge[ﬂce
2019-01-30

12

13

M Bill of Material - Software Composition Analysis
15 Total components found 248

Total third-party files

Third-Party Component - = Li - Version - Release Date - Last Version -
sire

18 eam 01.0 100
19 013 015
20 V305 vila
n 204 298
22 vd34 113
23 I chnstianjuthiestension-framework w001 0.0.2
24 010 010
25 2108
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Apache License 2.0 I High 1 ]
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ano/kir-app-sheli-electron.npm & m javascript 0.0.2-alpha.D
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@ BitTorrent-bencode.py

#{F: BitTorrent-bencode.py
3#il%: https://pypi.org/project/BitTorrent-bencode/
f@i#: The BitTorrent bencode module as leight-weight,

S A=lEIES

standalone package

5.0.8.1 “®
@ Dec. 2010
o= SRRE: 2
& B3mEA: 5.0.8.1 (12/20/2010)
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2 python

2007730 | 3ESH

bunls:rap»:vwls‘ javascript 201702026 4
joyent/node-sshpk & Javascript WITIVE | 1578 ] 15
lodash-nade.npm & javaseript 2msiznz | M E ¥ a2
selecidiselec & jovescript 2001710/26 4
Bhanofkicapp-shelleleciron.npm & MIT Lic Javascript 20181212 2
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boststrap-gud 1& javascript 207228 4
joyent/node-sshpk & Javascript 0178 | 15ETH 2 15
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3k Possible Vulnerabilities (5)

e CVE-2015-5474

CRITICAL Score 7 = CWR-T? improces Netreizestion = Soecel Ueme—ts wses «— 8 Commend [ Commaens Impsror
BitTarrent atd uTorrent allow Femote sitackers 16 INject Eommand line parameters and execuls arbilrady commands via 4 crafied LRL ushi & the (1) Bittarrent or [3) magnet
protocot

Mefarences

| ~eeactyeriiosree coem |

¥ CVE-2014-8515

m Score ¢ CWE-TY irra~seer Hevissthtare= of Spatsl Fame-ts uter = & Jovmens [Towma=g Immane~
The webs inferface in BITTarrent alows remole SNAckers (0 eXecule arbitrary commands by leveraging knowledge of the paring values and & crafted reguest 1o port 10000
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